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                                      INTRODUCTION

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

Cybersecurity has become one of the most important risks facing law firms today—but it’s often 

misunderstood. Most firms don’t experience issues because they lack technology.

They experience issues because of small gaps—gaps in process, gaps in visibility, and most 

importantly, gaps in everyday behavior.

Law firms are uniquely exposed because of the type of 

data they handle—confidential client information, financial 

transactions, and time-sensitive legal work.

What we’re going to focus on today is not technical 

complexity. It’s clarity.

What actually creates risk, what actually reduces it, and what practical steps firms can take to 

stay protected and secure in today’s cyber landscape.

https://www.galloptechgroup.com/checklist/


THE HIDDEN RISK: EVERYDAY HABITS

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

• Clicking unknown links 

• Reusing passwords 

• Sharing access informally 

• Skipping security steps 

   “to save time” 

“Most breaches don’t start with hackers, 

they start with habits.”

https://www.galloptechgroup.com/checklist/


THE REALITY FOR LAW FIRMS

•Law firms are prime targets for 

cyberattacks

•Sensitive client data – high value

•Attacks are increasing in 

frequency and sophistication

•Even small firms are being 

targeted

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


WHERE MOST FIRMS GO WRONG

• Over-reliance on tools

• Inconsistent processes

• Lack of staff awareness

• No clear ownership of security

“Most breaches don’t happen because tools 

failed, they happen because processes or 

behaviors did.”

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


WHAT MOST FIRMS ASSUME VS. REALITY

Assumption

• We’re too small to be 

targeted

• We have IT, we’re covered.

• It won’t happen to us

Reality

• Small firms are easier target

• Tools don’t prevent behavior

• Most firms learn after an 

incident

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


CASE STUDY: SMALL LAW FIRM RANSOMWARE ATTACK

What Happened:

• A small law firm (~20M revenue) was targeted by ransomware 

• An employee received an email that looked like a trusted contact 

• The email was part of an existing conversation thread 

• Employee opened the attachment → attack began 

 The firm assumed the email was safe because it looked familiar

Source: https://www.cfc.com/en-gb/knowledge/resources/case-studies/uk-cyber-claims-case-

studies/cyber-claims-case-study-law-firm-leakage/?utm_source=chatgpt.com

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist
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HOW ATTACKS ACTUALLY HAPPEN

• Email appears legitimate

• User clicks link or opens 

   attachment

• Credentials are captured or 

   malware is triggered

• Attacker gains access to

   email or system

• Attack spreads inside the firm

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


10 WAYS TO STAY PROTECTED AND SECURED

1. Multi-Factor Authentication (MFA)

• Protect accounts beyond passwords

• Required for email, cloud apps, 

    remote access

• One of the most effective controls

2. Keep Systems Updated

• Enable automatic updates

• Patch operating systems and software

• Reduces known vulnerabilities

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


10 WAYS TO STAY PROTECTED AND SECURED

3. Staff Awareness & Phishing Training

• Most attacks start with email

• Train staff to spot suspicious messages

• Reinforce regularly

4. Secure Email Systems

• Prevent email spoofing

• Protect your domain reputation

• Reduce risk of impersonation attacks

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


Login Failed- please try again… and again… and again…

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


10 WAYS TO STAY PROTECTED AND SECURED

5. Access Control

• Limited access based on role

• Reduce exposure if accounts are 

    compromised

• Review access regularly

6. Continuous Monitoring

• Detect threats early

• Respond quickly

• Visibility into activity across systems

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


10 WAYS TO STAY PROTECTED AND SECURED

7. Backup and Recovery

• Protect against ransomware

• Store backups securely

• Test recovery regularly

 

       8. Secure Remote Work

      -Protect remote access

              -Secure devices used outside 

        the office

           -Enforce consistent policies

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


10 WAYS TO STAY PROTECTED AND SECURED

9. Clear Security Policies 

• Define expectations

• Standardized processes

• Reduce human error

10. Align with Insurance & Compliance

• Meet cyber insurance requirements 

• Strengthen overall security posture

• Improve incident readiness

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

https://www.galloptechgroup.com/checklist/


CASE STUDY: Law Firm Ransomware Attack

Overview

 A small U.S.-based law firm (under 50 attorneys) experienced a ransomware attack after an 

employee clicked a malicious email link.

What Happened

• An employee received a seemingly legitimate email 

• The employee clicked a malicious link 

• Ransomware spread across the firm’s servers 

• Critical systems and files became inaccessible 

 This happened during an active business week with deadlines and court-related work pending.

Source: https://www.innovativecomp.com/wp-content/uploads/Case-Study-Law-Firm-Ransomware-Attack.pdf?utm_source=chatgpt.com

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist
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THE ROLE OF CYBER INSURANCE

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

• Insurance providers now require 

specific security controls 

(MFA, monitoring, training)

• Firms may be denied coverage or

claims if requirements are not met.

• Security standards are increasingly 

driven by insurance expectations.

• Meeting this requirements strengthens overall protection, not just insurability.

“Insurance doesn’t replace security, it enforces it.”

https://www.galloptechgroup.com/checklist/


HOW CYBERSECURITY CONNECTS TO ETHICAL RESPONSIBILITIES

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

• Legal professionals have a duty to 

protect client confidentiality. 

• Ethical obligations include maintaining

reasonable safeguards for data. 

• Cyber incidents can lead to ethical 

violations, not just operational issues. 

• Responsibility extends beyond IT to

firm leadership and daily practices.

“Cybersecurity is part of professional responsibility, not just technology.”

https://www.galloptechgroup.com/checklist/


QUICK SELF-ASSESSMENT

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

 Do you use MFA everywhere?  Are backups tested regularly?

     Do staff receive phishing training?

https://www.galloptechgroup.com/checklist/


PRACTICAL TAKEAWAY

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

• Strong cybersecurity starts with the fundamentals, not complexity. 

• The highest impact protections are often the simplest to 

implement.  

• Most risk comes from inconsistent behavior, not lack of tools.

• Small gaps, repeated daily, create the biggest exposure over time.

• Progress comes from consistency, not one-time fixes. 

“Strong security is built through consistent actions, not advanced 

tools”

https://www.galloptechgroup.com/checklist/


WHY NOT "remember password"? on Your Browser



• Verify the sender

• Hover over links to see the URL 

(sometimes is appears at the bottom left 

of the screen)

• Do not click on links you cannot verify are 

100% safe

• Type in the URL to the real website to 

login and verify the issue

Links: Tips









Phishing websites 
capture your login 
credentials to hack you

Some may download 
malware

Some capture your IP 
address for an attack

Phishing Website



Phishing 

website: 

Detection

Fake websites are made 

quickly and have short 

lifespans, so look for:

– Poor resolution in the 

logo, etc. 

– Spelling errors

– Weird formatting

– SSL CERTIFICATE

PHISHING WEBSITE



















• Disconnect:

– If a computer or device is 

infected with ransomware, 

disconnect it from your 

network/files

– Ensure your Backups are 

not currently running

– Ensure Backups are 

disconnected from the 

network

• Report it:

– Report the attack to your 

IT or CYBER SECURITY 

team

What To Do If You Have Ransomware?



• “Signature” files are not effective as they used to.

• AI is the new standard

• Backup files are easily wiped

• You’ll never spend as much as Amazon or Wells Fargo… 

Start small and make a huge difference

"REGULAR" ANTI VIRUS PROGRAM IS DEAD



1. Hard drive encryption

1. Microsoft bitlocker or Apple FileVault

2. Encrypts the entire hard drive, and unencrypts it when you log in

3. This is not invasive BUT updates, hard restarts, power outages, and a bad hard 

drive can all cause your hard drive encryption to lock permanently. To mitigate 

damage, have a data restoration plan.

2. File encryption

1. Axcrypt and Boxcryptor

2. Encrypts specific folders or files

3. Workflow will change when implementing one of these.

3. Email Encryption

1. This encrypts individual emails

2. The recipient must know the passcode to access the email

3. The email only “lasts” for so long (ex: Deletes after a week)

THREE COMMON TYPES OF ENCRYPTION



https://www.grc.com/haystack.htm

Cool Site

https://www.grc.com/haystack.htm


Save your passwords on an excel spreadsheet or 

word document

Invest in a password manager software… WHY NOT?

NEVER, EVER



          

             REFERENCES & RESOURCES

• Data Breach Investigations Report (DBIR)

https://www.verizon.com/business/resources/reports/dbir/

• Formal Opinion 483 – Lawyers’ Obligations After a Data Breach
https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opi

nion_483.pdf

• NIST Cybersecurity Framework

https://www.nist.gov/cyberframework

• CIS Critical Security Controls

https://www.cisecurity.org/controls

• Formal Opinion 477R – Securing Communication of Protected Client Information
https://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/aba-

formal-opinion-477r.pdf

• Phishing Guidance & Cybersecurity Best Practices
https://www.cisa.gov/phishing

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist
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We have created some great checklists for you… for free.

To get your FREE checklists, visit:

https://GallopTechGroup.com/checklist (or scan the QR code)

It will help you with:

➢ Streamline Compliance and Security

➢ Empowers Non-Technical Staff

➢ Save Time and Reduces Errors

➢ Support Business Continuity



Incident Response Plan Review (or our template…)

For leaders worried about what will happen on that bad day.

To fill out the form for FREE IRP assessment:

https://www.galloptechgroup.com/incident-response-review/ (or scan the QR code)

Why is it important?

➢ Identify Weaknesses

➢ Ensure Compliance

➢ Improve Response Time

➢ Enhance Team Preparedness

➢ Protect Your Reputation

https://www.galloptechgroup.com/incident-response-review/
https://www.galloptechgroup.com/incident-response-review/
https://www.galloptechgroup.com/incident-response-review/
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Complementary Domain / Email security assessment

This protects your BRAND. Not just your SYSTEMS

To request your FREE assessment, visit:

https://www.GallopTechGroup.com/free-domain-check (or scan the QR code)

Why is it important?

➢ Prevent Email Spoofing

➢ Protect Against Phishing Attacks

➢ Improve Email Deliverability

➢ Build Customer Trust

➢ Gain Insight into Email Activity

➢ Detect Leaked or Stolen Information

https://www.galloptechgroup.com/free-domain-check
https://www.galloptechgroup.com/free-domain-check
https://www.galloptechgroup.com/free-domain-check
https://www.galloptechgroup.com/free-domain-check
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Hacking demo you should watch:

This is for teams who don’t yet believe how simple attacks really are

To watch this video, visit:

https://GallopTechGroup.com/hacking-demo (or scan the QR code)

Why?

➢ See how easy a hacker gains FULL access to a computer.

➢ See how simple social engineering can trick employees.

➢ See how fast your pictures or files can be stolen.

➢ See how simple hacker can capture your keystrokes.

https://galloptechgroup.com/hacking-demo
https://galloptechgroup.com/hacking-demo
https://galloptechgroup.com/hacking-demo


My social links and contact information:
www.GallopTechGroup.com/Beits

Or scan the QR code  

Stay in touch

• Reach out to me directly with questions/ concerns

• Reach out to request a speaking engagement

Download the full checklist of top tools firms use: GallopTechGroup.com/checklist

http://www.galloptechgroup.com/beits
https://www.galloptechgroup.com/checklist/
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